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Living in a dangerous cyber world 
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Cyber threats landscape 
Cyber threats are not new 

but it is much more harmful and harder to defend against 

• Advanced persistent threats 
Persistent, stealthy, remotely controlled,  
reconnaissance capabilities 
 

• Destructive attacks 
Data availability and data integrity at stake 
 

• Powerful actors enter the scene 
States, state-backed initiatives, criminal syndicates, 
“crime as a service” 
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The detection and response challenge 

Persistent targeted attacks are very hard to detect  

146  
Days 

Down from 205 in 2014 

53% 
Discovered 
Externally  

Down from 67% in 2014 
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Destructive attacks 

High-profile attacks with unprecedented sophistication and 
destructive impact have radically changed the nature of 

cyber threats 

Ukranian 
electric grid 

hack 
2015 

Sony 
Entertainment 

Hack 
2014 

Stuxnet 
attack 

2010 

Tesco Cyber 
Heist 
2016 
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Key challenges for effective cyber security 

The nature of the emerging threats make conventional cyber 
security techniques increasingly inadequate 

• Traditional prevention techniques are insufficient 
Blacklisting / whitelisting does not work any more: everything has to be verified 

• The network perimeter is dissolving 
Mobility, remote access, cloud, extended enterprises etc. 

• IT security skills are scarce 
Supply of skilled security professionals is far below the market demand 

• Security of the supply chain is a difficult problem 
Both service and technology supply chains are hard to control and trust 

• The Internet of Things is bound to introduce unprecedented security 
hazards 
Physical objects are becoming increasingly networked 
Security is low on the agenda of manufacturers 



7 

Recent regulatory initiatives related to 
cyber threats/security/resilience 

 Payment Services Directive 2: 
 Network & Information System Security Directive  
 General Data Protection Regulation  
 Systemically Important Payment Systems 

Regulation 

Legislative 
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Recent regulatory initiatives related to 
cyber threats/security/resilience 

 
Guidance 
 
 
 G7 Fundamental elements of Cyber Security for 

the Financial Sector 
 CPMI-IOSCO Guidance on Cyber Resilience for 

Financial Market Infrastructures 
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Financial Market Infrastructure 
interconnectedness 
Cyber resilience of individual FMIs is key, but the resilience 

of whole financial ecosystem must be ensured 
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How to ensure cyber resilience of the 
financial ecosystem? – A joint effort 
Five strategic pillars 
1. Institutional readiness (i.e. credit institutions, PSPs and financial market 

infrastructures) 
2. Information sharing 
3. Regulator – industry engagement (“social” dialogue) 
4. Ecosystem resilience (e.g. identifying critical nodes) 
5. Cross-authority and international collaboration (alignment of regulatory 

initiatives and actions) 
 

Increased focus of banking supervisors and financial market infrastructure 
overseers but 

First responsibility is with financial institutions & infrastructures  



Thank you for the attention! 
 

www.ecb.europa.eu/paym  
ECB: market infrastructure and payments 

@T2SECB 

 

http://www.ecb.europa.eu/paym
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